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High-profile attacks have made cybersecurity a Board-

level priority, and feedback from CISOs points to a 

sustained wave of investment.  We expect all pure-play 

security vendors to benefit at the expense of legacy 

networking vendors.  However, in our view, the 

increased sophistication of attacks, the need to reduce 

complexity and vendors’ varying performance 

characteristics will change the competitive landscape. 

We believe Fortinet and Palo Alto are best-placed 

to capture incremental spend, as they leverage 

technical leadership and better marketing capabilities.  

We initiate on Fortinet as a Best Idea Long ($50 

target price) and Palo Alto Networks with a Positive rating 

($191 target); for Check Point Software ($86 target) and 

FireEye ($49 target), we assign Neutral ratings. 

 

In our judgment, three trends will determine how well 

cybersecurity players will fare in a buoyant spending 

environment: 

 Consolidation: CISOs seem eager to pick 

strategic partners, simplify platforms and 

introduce automation to improve efficiency 

and protection. 

 

 Virtual World: The shift to software-defined 

datacentres and the use of public cloud presents 

a challenge for vendors focused on appliance-

based business models 

 

 Threat Intelligence & Analytics: Vendors 

must embrace newer technologies to provide 

faster identification and response to breaches as 

they occur - including endpoint protection. 
 

Demand for Integrated Solutions Will Fortify 

Firewall Vendors Against Point Solutions.  CISOs 

we speak with are looking for better endpoint 

protection.  In our view, Network vendors have a 

unique opportunity to combine network and endpoint 

capabilities to buttress security and enable better 

breach detection – an area of growing interest.  We see 

this as a key battleground for all security vendors going 

forward.  The ability to tie endpoint and network 

protection together, and manage this efficiently, would 

provide a major consolidation opportunity and 

competitive advantage for any successful vendor. 
 

We think Fortinet and Palo Alto are best-

positioned to take share.  CISO feedback 

suggests they have a performance advantage 

relative to peers and each boasts a compelling 

product roadmap.  In addition, they have the 

greatest exposure to network security’s fastest-

growing segment, Firewall & Unified Threat 

Management.  We calculate this area will grow 12% 

CAGR ’14-‘17E vs. 10% for network security 

overall.  Check Point remains a strategic partner for 

many CISOs, but is increasingly challenged in new 

projects. We see the company facing margin 

compression as it invests to refresh its product 

portfolio and boost marketing efforts.  We think 

FireEye will struggle to manage the transition 

from best-of-breed point solution to integrated 

security provider.  In our view, FireEye lacks the 

scale to be a broader security platform, and we see 

competition from firewall vendors challenging it in 

its core APT market. 

Cybersecurity: Surfing the Wave 
Software  10 June 2015 

Table 1: Arete’s Cybersecurity Coverage 

Stock Ticker Rating Target 

Price  

Current 

Price 

Upside/ 

Downside 

Arete FY16E 

Sales 

Vs.  

Consensus 

Arete FY16E 

FCF 

Vs. 

Consensus 

Fortinet FTNT:US BI Long $50 $40.6 22% $1,223m +10% $302m +24% 

Palo Alto PANW:US Positive $191 $172.8 11% $1,252m +3% $435m +3% 

Check Point CHKP:US Neutral $86 $83.2 3% $1,779m +2% $862m +1% 

FireEye FEYE:US Neutral $49 $50.9 -4% $797m -8% -$58m 0% 

Source: FactSet, Arete Research estimates. Prices as of 09/06/15.   
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How to Ride the Tube 
Fortinet (FTNT:US) 

Best Idea: Long; Target Price: $50 (+22%) 

 CISO/Reseller feedback suggests that Fortinet will 

be a beneficiary of consolidation – FortiGate is a 

highly performant, well-regarded appliance, and 

the roadmap of add-on capabilities is compelling. 
 

 Fortinet has historically been hampered by poor 

account management. We think the revamp of its 

channel and salesforce is already leading to 

improved deal flow and share gains vs. network 

vendors and incumbents. 
 

 We see upside to consensus growth expectations: 

Arete forecasts a ’14-’17 Sales CAGR of 23% 

vs. consensus of 19%. 
 

 We see 370bps of margin expansion through 

FY17. Higher profitability and more efficient 

inventory management can lift ‘17E FCF/Sales 

to 26% from 21% in ’14. 
 

 Given growth and FCF expectations, we think the 

shares could trade at 6x ’16E Sales (vs. 4.9x 

currently based on consensus), or 4.4% 

’17E FCF, yielding a $50 target price (22% 

upside). We assign a Best Idea Long rating 

to Fortinet. 
 

 Further upside could materialize via a take-out, 

at a multiple above 7x (in line with past 

transactions) from a large IT or Security 

vendor, attracted by FTNT’s proprietary 

technology and potential channel synergies. 

 

Palo Alto (PANW:US) 

Rating: Positive; Target Price: $191 (+11%) 

 Palo Alto’s broad portfolio, strong core technology 

and excellent marketing and sales execution 

should drive 500bps of market share increase 

through CY17 in the network security market. 
 

 We see this underpinning 38% Sales CAGR for 

FY14-FY17E; in-line with consensus. 
 

 A higher mix of subscription and operating 

leverage should lift non-GAAP Operating Margins 

to 26.3% in FY17E (vs. 8.4% in FY14). We see this 

driving 13% upside to consensus non-GAAP Op. 

Income in FY17E. 
 

 Whilst we remain sceptical on TRAPS, Palo’s 

endpoint solution, it could provide further 

upside to estimates if the company is 

successful in driving sales. 
 

 We believe Palo can sustain a 12.5x EV to FY16E 

(ending in July ’16) Sales, valuing the stock at 

$191, 11% upside, and rate Palo Alto Positive. 

Check Point Software (CHKP:US) 

Rating: Neutral, Target Price: $86 (+3%)  

 Check Point should benefit from higher overall 

spend on security. As a result, we expect Check 

Point to deliver an 8% Sales CAGR over 

’14-’17 (vs. consensus at 7%), but… 
 

 …we think its competitive position is being eroded 

and that the company will have to invest in its 

product portfolio. In addition, the company is 

already signalling increased spending on its sales 

and marketing efforts. As a result, we think 

margins have peaked and FCF will only grow by 

8% CAGR in ’14-’17 vs. consensus at 9%.  
 

 This is in-line with mature software peers 

trading ~14x EV to ’16 FCF; on this basis, we 

value Check Point at a 14.0x EV to ’16E FCF, 

yielding an $86 price target, or 3% upside. 

We see management returning 4% of current 

market value as buy-backs in the next twelve 

months; providing some support to the stock. 
 

FireEye (FEYE:US) 

Rating: Neutral, Target Price: $49 (-4%)  

 FireEye remains best-of-breed in APT. However, 

we think it will struggle to broaden its platform and 

grow sales in adjacent markets. 
 

 As a consequence, growth could disappoint the 

Street over the ’14-’17E timeframe – we see 

FireEye growing sales at a 33% CAGR vs. 35% 

for consensus. 
 

 At ~8.5x ’16E Sales, we see limited upside. 

Valuation is currently underpinned by the prospect 

of sector consolidation, given recent media 

speculation that Cisco was interested in 

acquitting FireEye.  We see a range of potential 

suitors, and recognise that FireEye’s CEO has a 

track record of selling companies.  Multiples on 

past transactions suggest FireEye could 

command ~8x ‘16 EV/Sales; this multiple 

underpins our $49 target price (4% downside). 
 

Our Valuation Framework 
We benchmark the four cybersecurity stocks against 

a basket of Software companies on the basis of 

EV/Sales and EV/FCF.  Given the current focus on 

investments that should start yielding results in ’16, 

we use that year to anchor our multiple valuations. 

We use EV/Sales for Fortinet, FireEye and Palo 

Alto Networks as we expect these companies to 

grow sales 20%+ over the ’14-‘17E period.  We use 

EV/FCF for Check Point – its size and maturity 

make it less able to generate 20%+ top-line growth, 

and its profitability warrants a valuation based on 

FCF, in our view. 
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Key Market 
Developments 
Catching a Wave of 
Investment 
Our CIO and CISO conversations consistently point to 

a rapid increase in IT security spend.  Breaches at 

Target, Sony and others have made security a board-

level issue, ensuring additional spending where needed 

– even volunteered in some instances.  

 

Feedback also suggests that spending is likely to 

remain at an elevated level – the impact of 

exploitations is now better understood outside of 

the IT department, as is the recognition that 

threats are constant and evolving. 
 

Whilst there is a growing range of security options 

– Firewalls are still viewed as an essential part of 

the CISO toolbox – we expect Firewall market 

growth to accelerate to 12% CAGR over ’14-’17 

vs. 10% in the prior three years.  This level of 

growth would outstrip that seen for the rest of the 

Network Security industry, where we see spend 

rising at a 10% CAGR over the next three years. 
 

Figure 1: Firewall & UTM Outpacing IT 

Security, ’13-‘17E 

 

Source: Arete Research estimates. The IT Security Market 

includes all security-related IT investments (network, 

endpoint, etc.). 
 

We think this ramp in spend will benefit all of the 

pure-play vendors to some extent, but that 

Cisco, Juniper and point solutions will continue 

to cede share.  Networking vendors were offsetting 

shortcomings in security features with higher 

throughput three years ago, but security pure-players 

have caught up.  We now rarely see Cisco or Juniper 

winning new projects.  For point vendors, the issue is 

one of being subsumed into firewall vendors’ offerings 

as CISOs consolidate their network security footprint. 

Investment decisions are increasingly driven by 

performance considerations, rather than being 

lumped into a wider network-related sale.  

 

Figure 2: 3-Year Sales CAGR by Vendor, 

FY14-FY17E 

 
Source: Arete Research Estimates, FactSet. FY data for 

Palo Alto Networks end in July. 

 

We see Palo Alto and Fortinet gaining 10% market 

share over the next three years, driving 38%/23% 

CAGR sales growth (see Figures 2 & 3), 

respectively.  Palo continues to enjoy higher 

traction as a result of its next-generation firewall 

portfolio, global expansion outside of the US and 

higher subscription rates, and we see this 

underpinning a 38% CAGR – broadly in line with 

the market. 

 

Fortinet’s excellent throughput characteristics 

appealed initially to high-performance 

environments (such as Telcos), and we see this 

replicated across other verticals where speed 

becomes important.  We think more focused 

account management will pay dividends, driving 

25% sales CAGR over the next 3 years vs. consensus 

of 19%. We argue the 50%+ growth in deals >$1m 

reported in 1Q15 is indicative of this success.  

 

Figure 3: Market Share by Vendor, ’14-‘17E 

 
Source: Arete Research estimates.  

 

Check Point remains a strategic vendor for many 

CISOs, and we argue that its investment in its product 

portfolio will secure its position in many accounts as its 

portfolio is updated.  However, anecdotal evidence 

points to potential vulnerability in some accounts 

at this time.  The greater emphasis on security is 

driving a faster firewall refresh, and its performance lags 

that of Palo Alto and Fortinet at this time.  
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Where performance is of paramount importance we 

see Checkpoint at risk of replacement, and this 

dynamic could drag on growth in the short term.  As 

Checkpoint’s portfolio is refreshed and given its 

investment in sales and marketing, we think growth 

should re-accelerate. We forecast 8% sales CAGR ’14-

17E vs. consensus 7%.  

 

For now, we expect FireEye to be a beneficiary of 

growing spend on advanced threat protection – a 

specific segment of the security market that 

provides some defence against new “zero-day” 

exploits.  However, Check Point, Palo Alto and 

Fortinet are all introducing competing 

solutions, and we expect this to erode the 

market opportunity for FireEye over time. 

Whilst FireEye has ambitions to be a much broader 

security platform, we think it lacks the scale to 

deliver on its strategy.  Short-term sales 

performance will continue to support the shares, 

but we look for a three-year sales CAGR of 33% 

vs. street estimates of 35%.  If we are correct, we 

think this delta will at the very least cap share 

price performance. 

 

Consolidation: Picking the 
Right Board 
CISO feedback also points to a growing desire for 

simpler security architectures, which we think will 

benefit Palo Alto and Fortinet.  The evolution of the 

firewall market (see Figure 4) has seen each security 

iteration layered on top of the previous generation of 

technology.  This iterative process means that 

multiple platforms, point solutions and vendors co-

exist.  In many companies, Check Point, Palo Alto 

Networks, SourceFire (Cisco), FireEye, and many 

other vendors are all represented to various degrees.  

 

This complexity adds to cost and reduces the 

effectiveness of security in some instances.  The 

lack of standard interfaces or open API’s between 

vendors’ platforms necessitates a high degree of 

manual intervention to keep security policies up to 

date and consistent.   

CISOs we speak with are keen to reduce the 

number of vendors they work with and 

introduce greater automation, in order to 

lower the administrative overhead and speed 

up the response time to newly discovered 

threats. 

 

We see this dynamic underpinning a move away 

from legacy products and point solutions to 

broader security platforms, effectively 

increasing the share gains of the pure-play 

network security vendors (Check Point, Palo 

Alto and Fortinet) against Cisco, Juniper and a 

host of smaller providers.  Whilst there is a move 

to open standards in some parts of the security stack, 

for example with Bro for network-based Intrusion 

Detection System, this is a (mostly) nascent 

development and not a major factor on CISO decision 

making at this time.  

 

In our view, Check Point and Palo Alto have the 

most complete portfolio of offerings, though 

Palo Alto and Fortinet are likely to be the 

greatest beneficiaries of this consolidation 

trend.  Whilst Fortinet does not have the breadth 

of Check Point, CISOs we have spoken with praise 

it for its high rate of innovation – for example, in 

areas such as integrated security devices for the 
campus, ease of management and solutions for on-
prem and cloud deployments.   

 

Whilst FireEye has a vision to become a 

broader platform beyond advanced persistent 

threat (APT) protection, we question its ability to 

execute against that strategy given a relatively 

small user base and growing competition from 

network security peers in its core market.   

 

Beyond rising spend and a desire to consolidate 

vendors, we note a number of major shifts in 

infrastructure, threat intelligence, endpoint 

and breach detection that, we think, will 

further shape spending trends in security.  

Figure 4: IT Evolution Mapped Against Network Security Innovations 

 
Source: Adapted from Justin Somaini, April ‘15. 
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Securing Virtual & Physical 
Environments: Catching All 
Breaks  
The move from physical to software-defined 

datacentres and the need for firewalls to support these 

environments presents an opportunity for pure-

play network security vendors to accelerate the 

shift in share away from legacy vendors.  Our CIO 

conversations, most recently summarised in The CIO 

Compiler #9 (Apr. ’15), consistently highlight the 

ongoing move from physical to virtual infrastructure.  

While 80% of the spend in firewall focuses on securing 

the perimeter – traffic crossing boundaries of the 

corporate network – once an intruder penetrates the 

datacenter they can move across servers relatively 

easily.  Consequently, CISOs are increasingly 

focusing on securing intra-datacenter traffic 

(server to server, intra-VM, etc.), also known as East-

West traffic.  We see Palo Alto and Fortinet both 

benefiting from this trend given a portfolio that 

supports a broad range of virtual environments, and in 

Palo Alto’s case strategic support from VMware – a key 

provider of virtual infrastructure. 
 

Most vendors have created virtual alternatives to 

supplement their hardware-based appliances, but 

there is a difference in the range of environments 

supported (see Table 2).  We think strategic 

alliances are also important. 
 

Table 2: Virtual Firewall Offerings by Virtual 

Infrastructure Environment  

 PANW CHKP FTNT 
VMware    

KVM    
OpenStack    

AWS    
Azure    

Source: Arete Research, as of 09/06/15. 
 

From a partnership perspective, in private cloud Cisco 

and VMware are key vendors.  We note Palo Alto 

enjoys a close association with VMware, and this 

should provide an advantage, particularly in 

VMware-centric environments where customers are 

keen to utilise VMware’s software-defined networking 

overlay, NSX.   
 

Whilst it lacks the strategic relationships that Palo Alto 

enjoys, from a technology perspective, Fortinet 

offers the most comprehensive support for a 

range of hypervisors and public IaaS services.  

It also offers integration with VMware’s NSX and 

Cisco’s own software-defined network offering, ACI.  

We think CISOs will want to deploy a common firewall 

across all environments where possible.  Our CISO 

conversations suggest that, because of its broadest 

platform support, Fortinet will be a prime 

beneficiary from the growing adoption of public 

cloud and private cloud.  

Check Point offers comprehensive platform 

support with its virtual offering, but we think 

this will prove a largely defensive move for the 

company rather than an incremental revenue 

opportunity.  This would effectively reduce churn 

by limiting the need for existing customers to 

switch vendors as workloads move to virtual 

infrastructure and cloud environments. 

 

In order to reduce complexity, we see CISOs seeking 

to standardise vendors across virtual and physical 

environments, implying that the need to support 

software-defined environments will accelerate 

the shift in share away from legacy vendors.  

Cisco/Juniper are considered even less competitive 

than in the physical world, as their physical world 

weaknesses are compounded by limited support for 

IaaS environments.  Emerging solutions, such as 

nano-segmentation (as provided by Illumio), could 

further lower the cost of securing a portion of East-

West traffic (intra-VM), but ultimately we see this 

evolving into a feature that supplements, rather than 

threatens, pure-play network vendors. 

 

Whilst it is not core to our thesis, we also see 

the shift to virtual appliances as a positive 

catalyst for margins across the sector.  We 

note vendors enjoy higher margins on virtual 

offerings given the lack of a hardware component. 

The increase in gross margins from a 1% increase 

in virtual mix ranges from 0.1% for Check Point to 

0.3% for Fortinet. 

 

Threat Intelligence: Weather 
Prediction 
FireEye has pioneered protection against advanced 

persistent threats (APT’s): using sandboxing 

techniques (see Box 1) to identify new forms of 

malware, then leveraging this intelligence to update 

security policies and neutralise potential attacks. 

 

Box 1: A sandboxing solution provides a secure 

virtual environment in which workloads are opened 

and analysed for malicious behaviour, to identify 

"zero-day" attacks – for instance, those attacks 

that use unknown software vulnerabilities. 

 

A sandbox is one of the few mechanisms to identify 

new “zero-day” threats, and the intelligence created by 

finding these is a critical advantage.  By identifying new 

attacks as they emerge, APT vendors, such as FireEye, 

can offer better protection against an evolving threat 

landscape, a point not lost on FireEye’s peers.  Palo 

Alto, Check Point and Fortinet have since introduced 

sandbox alternatives and, in the case of Palo and 

Check Point, added threat intelligence services (see 

Box 2) to supplement them.  
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Box 2: A Threat Intelligence service provides 

processed, timely and accurate threat data to help 

CISOs become proactive about threats. 

 

CISO feedback suggests that FireEye remains 

best of breed for now, but its solutions (NX, EX etc.) 

are relatively expensive to deploy.  In addition, CISO 

conversations suggest that the level of protection 

offered via sandboxes is starting to diminish.  Some 

malware is now sophisticated enough to understand it 

is in a controlled environment and remain inert until it 

passes through the sandbox.  

 

In addition, CISOs we speak with are looking 

for more integrated APT protection.  In 

particular, they are looking for communication 

between the sandbox and the Firewall to more 

rapidly update security policies to reduce threat 

exposure time.  

 

Whilst it is possible to deploy FireEye’s solutions in-

line (i.e., they will filter out suspicious traffic), it is 

not easy to integrate these with the Firewall 

offerings from Palo Alto, Check Point or Fortinet.  

Because FireEye’s products are unable to directly 

communicate with a firewall and automatically 

change policies, the threat intelligence created by 

the sandbox has to be manually implemented, a 

time-consuming process. 

 

Table 3: Threat Analytics & Firewall Vendors 

Vendor 
Product / 

Subscription 
Launch Description 

Palo Alto 

Networks 
Wildfire Nov-11 

Sandboxing 

leveraging 

cloud 

  AutoFocus 2H15 

Intelligence, 

Prioritization, 

Statistical 

analysis, 

Human 

intelligence 

with Unit42 

Check 

Point 
ThreatCloud Feb-13 

Was 

launched 

with the 

R75.40 

(GAiA) 

release 

  
ThreatCloud 

Intellistore 
May-14   

Fortinet FortiSandbox Nov-13   

FireEye 

Network 

appliances 

portfolio 

Since 

2008 

Started with 

Web 

protection 

  

Threat 

Analytics 

Platform 

    

  

Dynamic 

Threat 

Intelligence 

    

Source: Arete Research, as of 09/06/15. 

We think Check Point, Palo Alto and Fortinet 

will ultimately be competitive in this market. 

Each has introduced its own sandbox technology. 

As these offerings mature, we think they will be 

able leverage sales into their existing firewall 

customer base.  Reseller feedback suggests 

Check Point is already getting some traction in the 

market.  Ultimately, we believe that the 

sandbox will cease to become a major 

differentiator in its own right – the ability to 

understand and react to threats, via Threat 

Intelligence services, is likely to be a more 

substantive differentiator.  
 

In this context, we think Check Point’s 

approach of syndicating threat intelligence 

feeds from multiple sources is, strategically, the 

most sensible.  CISO feedback is positive on this 

approach – they recognise that no single vendor 

can deliver a threat intelligence feed better than 

the combination of many services.  
 

Currently, the threat intelligence landscape is split 

between specialist resellers and consultancies (such 

as iSIGHT or IID), Managed Security Services 

Providers (Dell SecureWorks, BT, NTT, etc.) and 

vendors (Symantec) that focus on the identification 

of new forms of malware.  Check Point’s approach 

seeks to leverage these specialists and looks to limit 

conflict with the channel. 
 

In contrast, Palo Alto is seeking to build a 

fully-fledged threat intelligence service – 

Autofocus.  This was announced at Ignite in April, 

and pricing will be announced in 2H15. While it is 

too early to judge its efficacy, we think this 

approach will bring Palo Alto into conflict with some 

large channel partners and consulting firms.  We 

also note several CISOs we have spoken to are 

resistant to a single-vendor approach.  
 

Fortinet has largely confined itself to a 

sandboxing approach with limited threat 

intelligence.  Whilst we are positive on Fortinet we 

think this is a weakness that needs to be 

addressed.  Whilst CISOs can leverage specialist 

services, we think a more orchestrated approach, 

a la Check Point, makes more strategic sense. 
 

The Battle for Endpoint: Still 
Gnarly 
We note several network security vendors are 

entering the market for endpoint protection in an 

attempt to capture part of an estimated $4bn market.  

More than this, though, we argue this is a critical battle 

that could create substantive competitive advantages, 

and customer lock-in benefits to those vendors that 

succeed in delivering an integrated endpoint and 

network security offering.  
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In theory, marrying endpoint and network security can 

improve an organization’s security posture because it 

becomes possible to identify abnormal behaviours in 

end devices and then take the necessary remedial 

action at a network level to prevent any vulnerability 

being exploited.  We think this integration benefit 

would be a powerful dynamic that could help drive 

share for vendors within accounts given the 

automation and protection benefits it could provide.  

 

This is especially pertinent because of the proliferation 

of smart devices that are now exposed to the Internet 

(including smartphones, tablets, embedded devices, 

SCADA systems, and “Internet of things” appliances).  

Traditional anti-virus-based endpoint security is either 

not applicable or available for these devices. 

 

CISO feedback suggests many enterprises are now 

evaluating next-generation endpoint solutions as they 

seek to defend a much wider attack surface.  

However, our conversations suggest limited traction 

for any of the Network Vendors’ endpoint solutions.  

These are viewed as largely piecemeal and, based on 

CISO feedback, lagging the capabilities of newer pure-

play endpoint vendors.  

 

In addition, the sales efforts of the Network Vendors 

are hampered by a different sales dynamic (the buyer 

of endpoint is different from the buyer of network 

security)  Whilst some vendors, like Palo Alto, claim 

sales success for their solutions, reseller and CISO 

feedback suggest traction is very limited.  

 

As a result, our CISO conversations suggest most 

organisations are looking at best-of-breed 

alternatives in this area.  In our view, organic R&D 

is unlikely to lead to a competitive endpoint solution 

emerging from any Network Vendor.  We think that the 

potential competitive benefits are so significant that 

M&A is inevitable. We see Bit9+CarbonBlack, Cylance, 

Tanium and Bromium as viable candidates, given their 

customer traction. 

 

No Network vendor has cracked this 

opportunity, although Palo Alto and FireEye 

have laid out the most comprehensive 

strategies.  Palo Alto’s strategy is based on a 

specific mobile product, Global Protect; but the 

company has also launched TRAPS (multiple 

times), an agent-based solution, integrated with 

WildFire.  FireEye acquired the Mandiant portfolio, 

which provides indicators of compromise, and is 

launching an ultravisor product towards the end of 

the year.  While the ultravisor approach is 

promising, sitting between the OS and the BIOS, 

we will not be able to assess commercial success 

until ‘16.  

But selling an endpoint solution is proving 

difficult; reseller feedback suggests it 

becomes a platform sale, which cannot be 

executed by Palo Alto’s legacy firewall salesforce.  

Check Point and Fortinet have not pushed the 

envelope as much.  Check Point is concentrating its 

effort on Mobile, having acquired Lacoon in April 

2015. Fortinet has long proposed FortiClient, but 

we have seen limited take up (2m clients currently, 

we estimate <1% of sales). 
 

Accelerating Breach 
Detection: The Big Break 
Most CISOs we speak with recognise it is impossible 

for any security architecture to guard against all 

threats.  Several see diminishing returns on 

increased spending on threat prevention.  As a 

result, we see some organisations shifting focus from 

breach prevention to breach detection, which enables 

faster discovery and neutralisation of attacks.  

 

The 2015 Verizon Data Breach Investigations Report 

(DBIR) shows it currently takes ~70% of companies 

several weeks to detect incidents, yet attackers can 

compromise company security in less than a day.  

Clearly the length of time between an 

enterprise being compromised and the 

discovery of the attack leaves that company 

highly vulnerable.  Yet little is being spent on 

detecting and mitigating exploits.  
 

CISO feedback suggests that investment will 

increasingly focus on reducing the time to the 

detection of attacks.  Reseller feedback suggests 

budget growth in this area is expanding ~20%+ 

p.a., albeit from a low base.  Several CISOs we have 

spoken with are looking to correlate information 

across endpoint, network and user in order to better 

detect breaches.  It is difficult to get a holistic view 

of security when relying on multiple vendors and 

platforms, as each needs manual processing to 

achieve some form of integration.  Most CISOs 

recognise that the key to delivering this is an 

integration platform or control plane that can help 

orchestrate and analyse information from multiple 

sources across endpoints and networks.  This is a 

very nascent area of the market with multiple start-

ups and larger vendors (IBM, Splunk) seeking to 

deliver partial solutions. 
 

From network vendors’ perspective, we argue 

that they should focus on 1) helping CISOs 

monitor outgoing traffic (vs. incoming traffic 

currently), and 2) build breach detection 

analytical capabilities.  CISOs are seeking to 

improve their knowledge of applications being 

accessed by corporate users, in terms of their 

nature and in terms of the data being transmitted. 
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Companies such as Skyhigh Networks or Netskope 

offer such capabilities, but we do not see this evolving 

into a separate market and argue it is a natural add-

on feature for existing firewall vendor offerings.  This 

was recently evidenced by Palo Alto’s acquisition of 

CirroSecure.  We see Check Point, Fortinet and 

Palo Alto having the balance sheet strength to 

acquire capabilities in this area.  FireEye has 

recently received $820m in convertible debt; while it 

provides some ammunition, its cash flow burn of 

~$150m over the next two years erodes its ability to 

buy assets over time.  
 

Looking for Sharks 
Fortinet (FTNT:US) 

Best Idea: Long; Target Price: $50 (+22%) 

Growing Fast.  Over the next three years, we 

expect Fortinet to accelerate its share gains in 

the network security market:  from 8% in ’14, 

we see Fortinet achieving 11% share in ’17. 

There are two main drivers behind these share gains: 

1) CISO/reseller feedback suggests that Fortinet will 

be a beneficiary of consolidation. Its FortiGate 

solution is a highly performant, well-regarded 

appliance, and the roadmap of add-on capabilities is 

compelling; and 2) while Fortinet has historically been 

hampered by poor account management, we think 

the revamp of its channel and salesforce is already 

leading to improved deal flow and share gains vs. 

network vendors and incumbents in verticals where it 

is under-represented.  We forecast Fortinet 

delivering a 23% CAGR in sales over ’14-’17 vs. 

19% for consensus (excluding Meru). 
 

Firewalls/Next Generation Firewalls should be the 

fastest-growing sub-segment of Network Security, 

delivering a 12% CAGR over ’14-’17; we estimate 

that Fortinet derives 90%+ of revenues from 

selling into that segment, via its FortiGate 

appliances.  The company’s current physical and 

virtual portfolio consistently receives positive 

feedback from independent security integrators and 

CISOs we have spoken with.  When deployed in a 

datacentre, customers are consolidating 

functions on FortiGate appliances, by 

activating, for example, NGIPS (Next Generation 

Intrusion Prevention System).  We are seeing 

evidence of this in Fortinet’s billings, which suggest 

increasing attach rates of ancillary product to 260% 

in F1Q15, as well as in large deal size metrics, with 

$500k+ deals increasing 50%+ yoy.  Having 

launched its NP6 ASIC in 2013, Fortinet’s most recent 

high-end products maintain the company’s 

competitive edge in high-performance environments.  

This is evident in Fortinet’s high-end billings – 

related to FortiGate 1000 and above – which 

have increased 36% yoy in F1Q15. 

Fortinet’s main vertical remains Service Providers, 

where FortiGate is used in two ways: 1) as a security 

solution for providers to offer to customers (16-18% 

of billings), and 2) to protect their own internal 

infrastructure (5-7% of billings).  The managed 

service component is the faster-growing segment.  

Our conversations with partners suggest 

MSSPs will be in high demand, as smaller 

companies seek to improve their security 

posture.  Reseller feedback suggests SMBs have 

lagged in terms of security spending and are 

becoming an attack risk for larger customers. 

 

Finally, we expect Fortinet’s sales and 

marketing investments over the last year to 

start yielding results from ‘16.  Fortinet’s products 

are considered excellent, but we believe they have 

historically underinvested in sales and marketing, 

especially in the US.  We estimate Fortinet’s 

market share in the US to be 5-7% vs. 8% 

globally.  Fortinet was, in 2014, the lowest absolute 

spender in sales and marketing among the pure 

players we focus on for this initiation, despite having 

fairly similar productivity per Sales & Marketing 

(S&M) staff as FireEye and Palo Alto Networks. 

Fortinet accelerated S&M staff hiring from F3Q14, 

with S&M staff up 42% yoy in F1Q15.  In terms of 

addressing marketing weakness, Fortinet invested in 

a new team in 4Q14, which came from competitors 

(Juniper and F5, for instance).  According to 

resellers, this team is starting to make an 

impact with improved account management, 

larger deal-sizes, and penetration of new 

verticals.  We will be tracking US Enterprise billings 

to assess Fortinet’s success in this area; these were 

up 70% yoy in F1Q15. 

 

FCF Generation Improvements.  Given the current 

high level of investment, investors should start seeing 

operating leverage from 2H15, where we forecast the 

op. margin to average 18% vs. 11% in 1H15.  From 

our conversations with partners, we see no 

evidence of pricing pressure, nor any impact 

from USD appreciation.  We expect a slight increase 

in product gross margin in ’16, as a result of mix, but 

see 84% of the non-GAAP op. margin 

improvement coming from operating leverage, 

as opex growth slows to 20% yoy (vs. a 26% increase 

in sales).  By ’16, we expect Fortinet to be halfway 

towards its long-term model of delivering a 20% non-

GAAP op. margin.  

 

We also forecast Fortinet’s FCF/Sales will 

improve to 26% in ‘17E, from 21% in ‘14, driven 

by 1) higher profitability and 2) more efficient 

inventory management.  After experiencing 

shortages in 1Q13, Fortinet has run higher inventory 

than its peers and its own historic levels.   
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Since 2Q13 inventory has averaged 30% of COGS 

in FY14 vs. 14%-16% in the three years prior to 

FY13.  Finally, Fortinet’s balance sheet, supported 

by $1bn of Net Cash, gives management strategic 

flexibility on acquisitions and cash redistribution; 

this was recently put to use with the Meru 

acquisition. 

 

Valuation.  With growth averaging 23% over 

’14-17E, and improving margins, we use 

EV/Sales as our basis for valuation.  At 4.9x 

’16E Sales for 19% ’14-‘17E CAGR, based on 

FactSet data, the company trades in-line with the 

average 4.6x ‘16E EV/Sales multiple commanded 

by Software vendors growing 15-25%, and at a 

discount to the 6.6x for cybersecurity peers 

growing at a faster rate. 

 

But if Fortinet delivers, as we think, a 23% three-

year CAGR in Sales and an 11% non-GAAP after-

tax op. margin in ‘16, we argue it could be 

priced at 6x ’16E Sales, implying a $50 price 

target.  Improvements in FCF imply a 4.4% yield 

on ’17E FCF at that price, which is sensible in the 

context of Software companies with a similar FCF 

generation profile. 

 

We also see Fortinet as a potential acquisition 

target for large IT and Security vendors, given 

its proprietary technology and potential channel 

synergies.  Past transactions suggest a take-out 

multiple above 7x. 

 

Table 4: Fortinet – Arete vs. Consensus 

  

Dec-

15 

Dec-

16 

Dec-

17 

  FY15E FY16E FY17E 

 Non-GAAP EPS [$]  

Consensus 0.51 0.66 0.85 

Arete 0.53 0.81 1.05 

Arete vs Cons. 3.7% 22.9% 23.2% 

 Sales [m$]       

Consensus 943 1,114 1,298 

Arete 969 1,223 1,420 

Arete vs Cons. 2.8% 9.8% 9.3% 

Non-GAAP Operating Income [m$] 

Consensus 133 175 223 

Arete 139 215 278 

Arete vs Cons. 4.6% 22.8% 24.8% 

 FCF Pre-Acquisitions [m$]  

Consensus 198 245 n/a 

Arete 205 302 368 

Arete vs Cons. 3.3% 23.5%   

Source: FactSet, Arete Research estimates. 

 

Palo Alto Networks (PANW:US) 

Rating: Positive; Target Price: $191 (+11%) 

Palo Alto’s Single-Pass Parallel Processing 

Architecture, User Identification and excellent sales 

execution has driven perceived leadership in next-

generation enterprise firewalls.  Palo Alto tends 

to be on the short-list of firewall vendors in 

our CISO conversations.  Its architecture 

allows it to layer new functionality on top of 

its platform and, as a result, act as a potential 

consolidator for security capabilities.  

 

The company doubled its Sales & Marketing staff to 

1.2k employees in the last year; since Oct. ’14, 

Westcon ($4-$5bn in sales) started distributing its 

solutions globally.  As a result, we expect the gap 

between North American market share – estimated 

at 11% – and Rest of the World (<6%) to close, 

driving a 38% sales CAGR in ’14-’17 (fiscal year 

ends in July). 

 

From a profitability standpoint, the higher mix of 

subscriptions should lift non-GAAP gross margins 

towards the high-end of its 75-78% 4Q16 target – 

we see a 52% subscriptions mix vs. 50% for 

consensus, leading to a 77.7% gross margin in 

FY16.  

 

We do not factor potential upside from TRAPS 

and a successful foray in the endpoint 

segment in our base-case scenario, given CISO 

and reseller feedback that suggests minimal 

traction at this time. Nonetheless, we think Palo 

Alto Networks can reach $1.2bn in sales in FY16 

(Jul. ‘16), after 11 years in existence, mostly 

organically.  In the Tech sector, very few 

companies have achieved this growth rate over 

that period. 

 

However, we see only incremental upside 

from this point.  Our estimated 38% sales CAGR 

over the FY14-FY17E period is in-line with 

consensus, but we expect it to be slightly more 

profitable, reflecting a higher subscription mix, and 

leaving us with 15% upside vs. consensus for FY16 

non-GAAP op. income. We see the company 

deserving a 12.5x EV/Sales multiple in FY16 

(ending in July ’16), given a 38% three-year sales 

CAGR and FY1 after tax op. margin of 14%. We 

value the stock at $191, 11% upside, and 

assign a Positive rating. 
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Table 5: Palo Alto Networks – Arete vs. Consensus  

  Jul-15 Jul-16 Jul-17 
  FY15E FY16E FY17E 

Non-GAAP EPS [$] 
Consensus 0.83 1.62 2.39 
Arete 0.85 1.85 2.62 
Arete vs Cons. 1.4% 14.6% 9.7% 

 Sales [m$]       
Consensus 900 1,211 1,565 
Arete 907 1,252 1,588 
Arete vs Cons. 0.8% 3.3% 1.5% 

 Non-GAAP Operating Income [m$] 
Consensus 115 240 370 
Arete 123 277 417 
Arete vs Cons. 6.3% 15.3% 12.9% 

 FCF Pre-Acquisitions [m$] 
Consensus 292 424 539 
Arete 289 435 596 
Arete vs Cons. -0.9% 2.8% 10.5% 

Source: FactSet, Arete Research estimates. 

 

Check Point Software (CHKP:US) 

Rating: Neutral, Target Price: $86 (+3%)  

Maintaining Growth… With 15% share in the 

Network Security market, billings of $1.6bn last year, 

and a low-growth track record (in-line with its end-

market), Check Point would seem a good target for 

newcomers to take share.  In our CISO 

conversations, we rarely see Check Point 

replaced, but do see it increasingly challenged, 

despite good feedback on the product portfolio and the 

management console.  CISOs do consolidate security 

functions (such as IPS) on Check Point as they seek to 

simplify their environments as evidenced by the 19% 

yoy increase in $1m+ transactions in F1Q15.  We have 

seen thus far little incremental interest among CISOs 

in rolling out endpoint solutions from Network security 

vendors, including Check Point; we do not include large 

gains on that front in our base-case scenario.  We 

think that the company will prioritize market 

share over margins and deliver an 8% sales 

CAGR over ‘14-’17 (vs. consensus 7%).  

 

…Comes at a Cost.  As competitors invest heavily 

over the next two years, putting more feet on the 

ground (S&M) and more brains into products 

(R&D), investors should be concerned that Check 

Point is earning unsustainably high margins (54% 

in the last three years).  The company has already 

indicated that it would invest $50m-$70m in ’15, in 

order to deliver double-digit growth in ’16.  We 

find evidence of Check Point being 

increasingly challenged in accounts. 

 

As a result, we see Check Point operating margins and 

cash flows under pressure, despite inherent opex 

advantages due to incumbency (S&M) and R&D cost 

base (Shekels and Swedish Krona).  We expect Check 

Point to invest more aggressively for growth, adding 

$82m/$89m of opex in ‘15/’16, respectively.  

 

These investments should reduce the non-GAAP 

op. margin by 181bps in ’15, 171bps in ’16.  

Check Point barely grew FCF between ’12 and ’14, so 

we do see FCF growth accelerating again in ’14-’17, 

but this is largely reflected in the company’s valuation.  

We expect the company to deliver an 8% FCF 

CAGR over the period. 
 

Strategic Flexibility.  Check Point has achieved a 

good track record after the Nokia deal.  Management 

pointed to a more acquisitive stance in late ’14 than in 

the recent past when Check Point showed less M&A 

appetite than large IT vendors or its younger 

competitors (Palo Alto or FireEye).  This has changed 

recently, as management followed up by spending 

$180m on Hyperwise and Lacoon.  We see acquisitions 

as a necessary feature in the current landscape, as 

pure players seek to become security “platforms”; 

Check Point’s balance sheet, with $3.7bn in LT 

investments and cash, gives it more flexibility 

than any other competitor, except Cisco.  
 

Rich Valuation.  Given the maturity of the business 

compared to other pure players in our coverage, we 

expect investors to focus on EV/FCF, rather than 

EV/Sales.  As such, Check Point commands a 13.2x EV 

to 2016E FCF multiple for delivering a 9% FCF CAGR 

(FactSet consensus); this is a historically high multiple. 

It is justified by its recently higher growth profile, and 

the Israeli Tax Authorities settlement.  But with 

Software peers delivering an 8% CAGR and trading at 

14x, we see little upside for the valuation.  If Check 

Point can achieve, as we forecast, an 8% FCF 

CAGR, we believe it should be priced at ~14.0x EV 

to 2016E FCF; we initiate with a Neutral rating and 

an $86 target price, leaving the stock with 3% 

upside.  We expect Check Point to continue its buy-

back programme at the current rate (redistributing 

100% of its FCF), which implies a 4% return for 

shareholders over the next twelve months; this 

should provide some support for the share price. 
 

Table 6: Check Point – Arete vs. Consensus 

  Dec-15 Dec-16 Dec-17 

  FY15E FY16E FY17E 

Non-GAAP EPS [$] 
Consensus 4.00 4.46 4.99 
Arete 4.13 4.58 4.91 
Arete vs Cons. 3.3% 2.7% -1.6% 

 Sales [m$]       
Consensus 1,625 1,753 1,854 
Arete 1,628 1,779 1,903 
Arete vs Cons. 0.2% 1.5% 2.6% 

 Non-GAAP Operating Income [m$] 
Consensus 898 974 1,060 
Arete 905 950 1,034 
Arete vs Cons. 0.9% -2.4% -2.8% 

 FCF Pre-Acquisitions [m$] 
Consensus 781 839 919 
Arete 840 862 934 
Arete vs Cons. 2.9% 1.1% -3.3% 

Source: FactSet, Arete Research estimates. 
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FireEye (FEYE:US) 

Rating: Neutral, Target Price: $49 (-4%)  

For now, we expect FireEye to be a beneficiary of 

growing spend on advanced threat protection – a 

specific segment of the security market that 

provides some protection against new “zero-day” 

exploits.  We think this will underpin billings growth 

of 42% this year. 

 

Looking further out, we see FireEye as a best-of-

breed APT solution struggling to conquer adjacent 

markets.  We think the relative expense of its 

portfolio, with the list price of its lower-end NX1400 

starting at $10k+, prevents lower tier account 

penetration, and we think security market wallet 

share will be increasingly captured by Next 

Generation Firewalls (NGFW).  We see FireEye 

eventually falling victim to this consolidation trend. 

In our view, growth could undershoot Street 

expectations over the ’14-’17E timeframe – we see 

FireEye growing sales by 33% CAGR vs. 35% 

for consensus. 

 

We also argue that concerns over lack of 

profitability – we expect FireEye to register a 

negative op. margin until ‘17 – will become more 

prevalent over time.  We note the company 

recently raised $820m in convertible notes due in 

2035, which gives some short-term cash flexibility. 

However, FireEye still has to prove out its economic 

model, we expect the company to burn ~$150m of 

FCF by the end of ’16.  

 

The stock currently trades on ~8.5x ’16E Sales 

(based on FactSet consensus).  Based on 

fundamentals, we see scant upside from this level. 

However, we view the company’s valuation as 

underpinned by recent acquisition speculation (by 

Cisco), and recognise that FireEye is a potential 

acquisition target for companies, such as Cisco, 

EMC and HP, looking to build a position in the 

security market.  Its current CEO also has a proven 

track record for engineering trade sales.  A 

valuation close to previous sector take out 

multiples suggests ~8x ’16E sales, or $49/share. 

We rate the company Neutral, with 4% downside. 

 

 

 

 

 

 

 

 

 

Table 7: FireEye – Arete vs. Consensus 

  Dec-15 Dec-16 Dec-17 

  FY15E FY16E FY17E 

Non-GAAP EPS [$] 
Consensus -1.81 -1.39 -0.60 
Arete -1.79 -1.39 -0.64 
Arete vs Cons. n/a n/a n/a 

 Sales [m$]       
Consensus 631 867 1,155 
Arete 637 797 993 
Arete vs Cons. 1.0% -8.1% -14.0% 

 Non-GAAP Operating Income [m$] 
Consensus -274 -225 -121 
Arete -266 -207 -91 
Arete vs Cons. n/a n/a n/a 

 FCF Pre-Acquisitions [m$] 
Consensus -131 -59 1 
Arete -104 -58 73 
Arete vs Cons. n/a n/a n/a 

Source: FactSet, Arete Research estimates. 
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improve their offering; 
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